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Speaker Intro

André Lynch

Senior Sales Engineer, Cybersecurity

Specialist in Cybersecurity
20+ years in IT, Vendor, VAR, & MSP

University Lecturer (Computer Science, Data Communication,
Microcomputers, Robotics)

ISC2 Member

Fun Fact

Acclaimed actor (disputed) who is credited on IMDB.
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Speaker Intro

Geraint Williams
Chief Information Security Officer (CISO), Modern Networks

20+ years in Cyber Security

Former University Lecturer, Ethic Hacker, Payment Card Industry
Qualified Security Assessor, Author

Presented cyber security papers at national and international
conferences

Fun Fact

Appeared on an episode of World in Action.
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Speaker Intro

Greg Dillion

Founder & Whisky Director
Great Drams
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Cyber Threat Landscape

Risks and Impact to Your Business

What is “Good” cybersecurity?

Building Cyber Resilience

The Value of Managed Detection & Response



Cyber Threat Landscape:
The scope of potential cybersecurity risks
and threats affecting users, organisations,
specific industries, or a particular time.
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How are businesses impacted?

Avg ransomware dwell time - 10 days -l

.
- - N, N

.

Ransoms - 10% of annual reven
, -

& i
Avg cost of recovery - £ 1.4 million

-

Avg downtime - 21 days s
~Legislation - fines/legal action -
G R
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Understand

NIST
Cybersecurity
Framework

DETECT

your risk!

Principles

+ Al Governance

+ A2. Risk Management

* A3. Asset Management
+ Ad. Supply Chain

A:Managing

C:Detecting
cyber security
events

principles

« Bl Service Protec
Policies and Proc

+ B2 Identity and Acc:
Control

+ B3. Data Security

+ BS. Staff Awareness and
Training

B: Defending
against cyber
attack

D: Minimising
the impact of
incidents

Principles

« D1.Response and Recovery
Plannii

+ D2 tessons Leamed
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Recover
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What is the solution?
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Technology



Traditional Antivirus

Limitations

Detects previously known file-based threats.
Minimal to no telemetry data collection.
Minimal to no advanced features or benefits.

>80 % of successful breaches are new or zero-day threats.
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Endpoint Detection & Response \

Benefits

Detects previously known and unknown threats.

\f

Collects complex and comprehensive telemetry data.

Reverse the malicious operations of ransomware.

Advance features including app monitoring, threat
hunting, and integration with other solutions.

Copyright © ConnectWise. All rights reserved. All trademarks, trade names, service marks and logos referenced

herein belong to their respective companies. / ; \



Whisky Four *® ’/ :
Benrinnes PX Sherry Caskfﬁ

)




ddii it LA LIELT

-e - .

m-CONNECTWISE'



Managed Detection & Response

* Protected by security experts

* 24/7/365 monitoring & response
* Ensure business continuity
 Compliance

e Peace of Mind
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https://greatdrams.com
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GRE4Y .

GREATDRAMS WHISKY

Event discount code enter
CYBERSECURITY at checkout.
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Thank youl!
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